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CONTENT REPOSITORY SERVER SENDS 
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FIG. 3A 
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MEDIA DEVICE TRANSMITS MEDIA KEY 
BLOCK, MEDIA ID, AND ENCRYPTED 
TITLE KEY TO CLEARINGHOUSE 
SERVER 
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TITLE KEY DECRYPTION/ENCRYPTION 
MODULE DECRYPTS ENCRYPTED 
TITLE KEY 
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TITLE KEY DECRYPTION/ENCRYPTION MODULE 
DERIVES MEDIA UNIQUE KEY FROM MEDIA 
KEY BLOCK AND MEDIA ID 
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FIG. 3B 
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MEDIA DEVICE TRANSMITS 
FULL MEDIA BLOCK 
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